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CONTENT SPICE in brief

The SPICE project (Service Platform for Innovat@emmunication

SPICE in brief Environment) was kicked-off in January 2006. SPIGEpart of the
Highlights Wireless World Initiative (WWI) and addresses segvplatform issues

. in converged Beyond 3G environments. SPICE comphsnexisting
Work and achievements WWI projects to provide Ambient Service Platformablers. SPICE
2007 dissemination was accepted during IST-FP6 Call 4 as an Integr®eject and is

: planned to last 30 months (end: June 2008).

Con_nng events The objective of SPICE is to research, prototypel @waluate an

Available demos extendable overlay architecture and framework tppstt easy and
quick service creation, test and deployment of lligent mobile
communication and information services. Building agnificant
advances in IT technologies, the SPICE platform subport multiple
heterogeneous execution platforms allowing for newnovative
services to be spread across different operatoradmmand over
different countries realizing a variety of busineszdels.

SPICE is playing a leading role in the Mobile SeevPlatform cluster
of IST-FP6 projects dealing with service tform issues

Highlights
During 2007, the SPICE project was involved in teBnement of the specification work for SPICE fdatn mechanisms,
algorithms, components and interfaces. First impletations of Work-Package enablers were realizedl amobes /
demonstrations were produced. Inter-WP integratias also started. SPICE contributors were alsoeagt disseminating
the results of the project, by participating toiwas conferences and showcasing demos in events adVobile and
Wireless IST Summit or WWI Innovation Day. In tqtatore than 40 publications were produced this.year
From the technical perspective, the main achievésreme summarized below:

o Production of a Unified Architecture document, $yasizing the global architectural work

o Final version of the platformCookbook, providing guidelines for the development of Genekiiddleware

Component and Publication and Discovery of Services

o Specification of the SPICE Service Broker and Rognmilanager components
Definition of the platform SLA framework, allowing automate the Service Level Agreement proceggofiaion,
monitoring, interaction with Billing system)
Final definition of the Access Control Architectuard platform login and session mechanisms
Final specifications and mature implementationthefSPICE Knowledge Management Layer components
Implementation of the platform Content Managemenat Belivery mechanisms
Full definition of the SPICE Service Execution Ehaviment, made available as open source
Preparation of a distributed integration test-biémirdng to test inter-platform features (e.g. roag)ji
User studies conducted in 3 countries, trialingC3Ptoncepts and applications against users
Foundation of EU-TSOA working group leveraging ablbrations with other FP6 and Eureka projects
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SPICE Work & Achievements

M obile Ontology

The SPICE Mobile Ontology is a higher-level ontgldgr the mobile communications domain. It is stuwed in a core that
describes the main concepts of a service deliviatjgom and several sub-ontologies for detailed dims This pluggable
environment allows an easy extensibility towards demains. And, so far, the following sub-ontolagieve been defined:

«  Services: specifies the description of the services for ssrdgomposition. B i
*  Service Context: describes characteristics of services for serviseodery. =y 'S - T by e -
» Profile: specifies a shared user profile structure for sitnarelated profiles. e [ X e

«  Content: describes multimedia content including metadatarinétion. il H core onfoloay # wgenidoay |
» Presence: maps the presence standard (how to reach theintegn ontology. R *,7« =

«  Context: describes context information related to a usemoentity. (ot 1 [womigoay | [ sontsogies |
« DCS describes proximity resources that can be uspdaide services to users. |« - (=aa L

The Mobile Ontology is public and has been sharild @ther EU projects to extend its usage to tlseaech community.
If you would like to know more about the SPICEobile Ontology, please vishttp://ontology.is-spice.ort.
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SPICE Architecture

The SPICE architecture is based on a layered ddsajh on the terminal and on the server platfdtrouilds onCapabilities
and Enablers Layer, such as the IMS (IP Multimedia Subsystem), amdsaat providing VAS (Value Added Services) in a
heterogeneous service execution environment. THEESPiddleware, marked with blue colour on the yiet consists of
four well defined layers:

e Component Services Layer: provides facilities for
deployment and management of basic SPICE
components and resource adaptors. Resou
adaptors are special components that exp
Capabilities and Enablelsayer functionality into
SPICE platform. =

Service Creation Environment (SCE)

 Knowledge Layer: supports the publication,
discovery and delivery of information generall
referred asknowledge in SPICE. Low oOrder | gy
knowledge (e.g., user preferences, service profi| |GG
location, presence) is inferred to high orde L
knowledge (e.g. recommendations, predictions) \
pluggable reasoning algorithms.

Enowledge Layer
Enowledge rokers, leamers, recommenders, reasoners, profile manager

Component Services Layer
SPICE components and conponant support

e Value Added Services Layer: facilitates the

orchestration of basic components, using the SC Capibiis & Enablrs Capailities & Enablers Layer
(Service-Oriented Architecture) principles. Th| s i Browser s { Legaey W Vo wpestories,
orchestration engines in this layer support desi| =g s e pelEing oS omitals | | | |

time and run time creation of composed compone'=
networks, while also subscribing for relevant
knowledge sources at the knowledge layer.

» Exposure Layer facilitates communication between SPICE platformslifferent organization domains. It also enables
3 party service providers to publish and advertisgértservices in the platform.

The platform is completed with $ervice Creation Environment both for end users and for professional serviceldpers.
End users can to create service mashups fromrexisgirvices, while professional developers canaisate new services.

Service Access Control - Identity and Trust M anagement

WwprPz
Third parties providers EIpeeL

GBA enabled

wpPs ‘

| 5 (21
13 (T) o

] | Pop
for AC

PEP-SOAP / PoP [
PEP-HTTPS for Privacy

HSS |
Billing & Charging |

SPICE has specified and partially implemented aviSerAccess Control Framework allowing open buttgcted and
controlled access of SPICE platform features teowsets and Third Party Service Providers.

A particular attribute of this framework is the doimed use of Liberty Alliance for 3rd party and muag identity

management and GBA-based authentication. Liberiade protocols enable protection of user's pgivddso in a context
of strong convergence between Internet based S@#ntdogies and IMS, Generic Bootstrapping Architeet(GBA) was

carefully studied and implemented as the prefeargtientication method. Several use cases were ingpied, among which
the Split-terminal GBA Authentication allowing users to be authenticated on their PQikkato their mobile phone
connected through Bluetooth . S##://www.ist-spice.org/demos/demo3.hfan a video of this demo.

Access Control management was also carefully sfunigehe context of 3rd party wide access to théC&Pplatform and

roaming situations.
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A cookbook for SPICE components

The SPICE Cookbook presents a methodology for éiveldpment of middleware component interfaces,fangublication

and discovery of the services provided by thoseriates. An interface is one of the fundamentatepts to offer

interoperability. SPICE Components also implementain interfaces for their maintenance e.g.:

* The Lifecycle Management represents the interfaoceiged by SPICE component that carry out activatiod
shutdown operations when invoked by Lifecycle Marag

* The Subscription Manager represents the interfasgonsible for adding users to or removing themmftioe registration
database that system administrator uses for céing@ccess to a service component.

* The Performance Measurement represents the ingettiat monitors high level performance such as QaScapable of
comparing negotiated QoS with the measured (oreperd) QoS.

All SPICE Component generic interface and non-gersarvice capabilities must be exposed using afsatie or more
metadata artefacts. Metadata refers to any infeomatbout a SPICE component hat is encoded in dimaceadable format
where the encoding it unambiguous. Metadata pldyadamental role in enabling the capabilities BIGE components to
be accessed, since explicit machine readable ntatadables loose-coupling between the computatl®RIEE component
implements and the consumers of those capabilities.

Accessing a SPICE platform
Service roaming in SPICE aims to provide the usith weamless service delivery regardless of atthetetwork type,

devices and locatioriThe SPICE project will focus mainly on inter Domaasues. The Service Roaming Scope basically

defines the most relevant use cases as follows:

. Consuming Home services directly at the Visitemiriain without routing back to the Home Domain.
. Consuming Local (Visited Domain) services dirgetithin the Visited Domain.
. Consuming Home services in the Visited Domain nghene/or more service components are taken frenvisited

Domain for replacing the corresponding componeashfthe Home Domain or to enhance the service.
The overall SPICE architecture makes a distincéibaut Service Roaming Control and Service Roamiragdport. Service
Roaming Transport takes care of routing aspectsSandce Roaming Control takes care of access @ontr

To access a SPICE platform, a user must have & Na$ subscription, but is not necessarily conngtiteough IMS.
For authentication, GBA is used. For identity maaragnt Liberty Alliance protocol is an option.

When a user is in a roaming situation, the usdremiicates at the home domain, then the roamintépptatakes control.
Only authorized platforms could be interconnecthd,mechanism used is called "Security gateway".

Service creation and delivery

The Service Creation Environment (SCE) within tHeIGE architecture is designed to enable fast dewedmt of new
Telco/IT integrated and convergent services, adgingsdistribution and heterogeneity of executioatfoirms at server-side
and terminal-side.

The SCE offers dedicated design tools addressimy dategories of users. On one hand, the DevelopatidStargets

professional service designers and developersmidiecom operators or within third party serviceviders. This is based
on a domain-specific language named SPATEL, defineatie context of SPICE project, which is a UMLsbkd graphical
formalism, exploiting state-machines for expressinigjitrary complex composition of Telecom servid®@s. the other hand,
the End-User Studio targets non professional usesdlows expressing in a simple way mashups efgxisting building

blocks.

Apart from the ability to create fixed service camgjtions, the SCE also provides advanced toolpésforming automatic
compositions at run—time based on semantic andfureetional annotations that are attached to semt@seription elements
(goals of service operations, pre and post conditam parameters,...).

The components developed using the SCE executeniexéendable framework aggregating heterogeneoesuéirn
technologies: the SPICE Service Execution Enviramnd8EE). The supported technologies include an ##8em with its
list of basic enablers (like an Instant Messagingpper), the JainSLEE event-driven server, JBOSSicapion server, a
BPEL engine as well as other execution engines medicated to the design formalisms used in the @R state-machine
based execution engine and a RuleML engine. THESISEE is packaged in the form of two VMWARE imagene
containing pure open source software, the othéudirtg non open source extensions.

Fast delivery of developed components use modeédriechnologies and exploits a well-defined deplegt process to
guarantee appropriate management of the instalidare in compliance with SPICE component cookbndés.
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Intelligent Service Enablers

The knowledge layer of the SPICE architecture esmalihe creation of intelligent services by bringkagpwledge into the
service platform. Advances have been made in tleeifgation and implementation of four types of wee enablers,
interrelated as depicted in the figure below.

»  Knowledge Discovery and Exchange Enablers constitute
the basis of knowledge provisioning in the SPICE
platform. These enablers facilitate the discovery,
gathering and exchange of knowledge throughout the
knowledge layer in the form of middleware framewsork
Two implementations have been realized; the
Knowledge Management Framework (KMF) and IMS
Context Enabler (ICE), each targeting a distinct
deployment environment. In addition, exchange esrabl
allow for interfacing with other platforms, such as
Presence Servers, by using the gateway paradigm.

*  Personal Information Enablers manage miscellaneous user information, such ag @ath address data, as well as service
and situation-specific user preferences. This kedgé is made available to SPICE services by thélé>Mdanager
(PM), which thereby enables personalization of ises/tailored to the user’s current situation.

* Knowledge Interpretation Enablers provide means to derive higher order knowledgeafdbwer order knowledge. By
facilitating this interpretation process with sgdizied components in the knowledge layer, SPICEeli@ers can easily
create services that adapt to the user's needsvasets. This functionality is implemented by leasygecommenders,
reasoners and knowledge bases, grouped in the i€dg@lAcquisition and Provisioning System (KAPS).

» Attentive Service Enablers allow services to be pro-actively notified of uptiag changes in the user’s environment.
To realize this functionality, future knowledge wa$ are estimated by knowledge predictors. Cumadt predicted
knowledge is used by the Service and Knowledge MNmdification System (SKPN) to push content to theer,
utilizing a SIP push mechanism.

Personal Information
Enablers

The SPICE Distributed Communication Sphere
SPICE defines the concept of the user’s Distrib@edmunication Sphere (DCS), i.e. all the devicesworks and services
available to the user at a given moment, formingphere’ around him. The SPICE platform provides theans of
managing the user’s DCS through a set of compordistsbuted over the end-user terminal and théfqalian, forming the
DCS Management System. The different componenitseoDCS Management System are:

e Dynamic Desktop: the main user interface of the
SPICE platform, it proposes the user with means
to search and access services on his mobile
device.

* Multi-modal Decision and Control System: it is
responsible for taking and enforcing decisions
regarding service rendering in terms
modalities and session transfer between devices:

* Terminal Manager: it provides means to perform \ R }—{ Group Maragement

|

Bob's DCS
(bob@domain)

Multimodal Delivery and
Control System

data synchronization between the user terminal
and the platform.

» Resource Discovery System: it is responsible for
probing a user's DCS by discovering resources
such as devices, networks and services. The
resulting information is made available as
Knowledge in the platform.

* Group Management System : provides the platformth@diser with group related support and functitieal

* Terminal User Rules Engine : light-weight, termisale rule engine to fine-tune the DCS Managemaestesn
behaviour based on user rules.

The DCS Management System and the associated D&=&sology are documented in the public deliverdhde? available
on the project web-site. The different componengsumder development, and some of them have alfeeely demonstrated
in multiple occasion. The MDCS is planned to beaskd as open-source — check the website !

Knowledge Management

Service And Knowi
Frameworl k nd Notific

ledge
Push and Notification

Recommender System

‘ Profile Manager ‘

Knowledge Layer
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M edia/Content M anagement and Delivery in SPICE

Media/Content Management and Delivery in SPICH isharge of enriching the SPICE Service Platforith wontent-related
functions: to this purpose an easy and simple wagdliver content in the SPICE service environmemd a variety of
networks and devices to support preparation, aggymy and delivery functionalities for multimed@ntent has been
designed. The system manages directly supplemedédayas content metadata and relies on othersdataas user-related
and context-related information to let the end esgrerience the SPICE multi-modality and pro-actass features.
Advances in the implementation of Content Managdr8gstem are summarized in the following points:

 The DB implementation fully supports the CGDM datadel and is considerably more complex and flexible
getting all the information necessary to be aggesh the content guide (requested from and tdigglayed in the
various Content Guide Client Panes) implies moraglex communications.

e Flash Content Guide Client implementation: throdigis component the end user is able to access thimadia
content that is stored on the Platform using déffitrapproaches (simple search, supported contergatian, tag
cloud or personalized access). The end user hgm#sibility of rating a content he has accessed.

» Integration of Content Guide with the Charging Syst

e The enabler to allow the Content Providers to upltheeir content on the SPICE platform has beenldpeé. This
component, gives the content providers an opexipfte tool that is not tied to any web navigatar,any operating
system, application server or any specific dat@ bas

* The DRM Platform supporting OMA 1.0 and 2.0 and Wiws DRM is available through a WSDL interface.

» The watermarking component has been implementeés €bmponent includes a method to embed digital
watermarks directly within images to provide copfti information, track, monitor distribution andcinde
information about bundle and licensing opportusited content database elements, across multipleetewithin
the end user’'s DCS.

As to Content Delivery, the first version of the Kimedia Distributed Control System is being impkarted: the goal is to
provide a set of components for dynamic adaptadiomultimedia services. The decision on how toridiste multimedia
services to the user is based on the characteristithe devices that surround the end-user (cusmere) and his current
contextual situation. Moreover, the system is cépabre-evaluating dynamically the delivery of nimg services based on
contextual changes.

User Experience and Integration for future demosin SPICE

Most of validation activities in SPICE are focusauend-user aspects. The platform complexity isléidbehind a common
SPICE (demonstration) scenario which has been dpedlin several steps. After defining initial sados an evaluation by
end-users and professionals took place (Task Bd3ults of this evaluation and analysis of avadlgidper mock-ups were
used for improvement of previously prepared scesafTask 8.2). On that basis and analysis of availarototypes of
SPICE components, one demonstration scenario vestect - Common SPICE scenario. This scenario riditest the most
significant features of the SPICE platform.

At the end of Year 2, demos from each work packagee evaluated by end-users and professionals sk BA.
Methodology was similar to focus groups interviewsed for evaluation of scenarios but this time suj@g by expert
workshops. All demos were tested based on moviseptations in three countries (Italy, Poland, apdily. The collected
feedback is intended to be used to improve comperaerd final demo.

Task 8.3 is responsible for the development andigaration of the Distributed Testbed. Its acti@gticoncentrate on software
integration aspects of all components that will developed in the SPICE project. The aim is to regmé a model of
interconnected service platforms deployed at varioperators. The goal of integration activitiesoigleliver demonstrators
that will be installed on top of the Distributedstlged and in this way will show a broader rangeasfsible applications of
software components delivered in the SPICE projaqgarticular, it will enable to show roaming asfgeand service delivery
in a distributed architecture that resembles theréulandscape of the IT infrastructure of modeete€om operators.

Business and payment models

Various business modelling related tasks have Ipeeformed within the project. Firstly, the valueoposition of a next-
generation service delivery platform has been mappeth for end users and service developers. S&conusiness roles
have been defined, and four specific actor role et®otiave been identified based on real life casash offering different
views on the introduction of a next-generation Eerdelivery platform.

There was special attention for the developmergpekific mobile payments models, also based onlifeatxamples like
Pay Pal Mobile, Ogone, Bibit, i-Mode etc. Six difat models were constructed, namely the Walledd&aiModel, High
value Garden, Buy Direct Model, Combination of Bdiyect and Walled Garden Model, Mediated Model &mel Mediated
Model with Payment Aggregator. Out of these sixydts established that the last two models woulthbemost beneficiary
for the industry, although they do require sevestategic modifications from carriers.

The results of the business modelling effort sactar be found in public deliverable 1.4, availadmethe project website.
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Charging and M ediation

SPICE identifies the need to have a component giyithe means to charge SPICE services and atgwe® provided by

third parties. This component takes up severallehgés induce by the SPICE overall context : clmaygn a context where

business models and roles evolved, charging inrakagiministrative domains and charging of any $ypé services (i.e.

simple and composite).

Functionally, this component has two facets :

» a mediation facet : it controls the exchanges betwentities generating accounting data and theagpibystems. C&M
could be considered as mediator or a central pomtre all the accounting data are collected, aggeelgand also
correlated.

» acharging facet : it provides interfaces towamdises, allowing then to be charged.

Thus a Charging & Mediation enabler has been desigaking into account these two facets and openmesusability

requirements.

Charging concepts and C&M enabler are documenteti@rpublic deliverable D6.7 available on the pcojeeb-site. The

C&M enabler is under development and will be redelasarly 2008. Demonstrations are planned durisg diuarter of 2008

and in particular one enablina to purchase r-media contents trouah a content at

2007 Dissemination

Mobile IST Summit 2007 (July 2¥52007, Budapest)

o 3htutorial entitled "Service platform challenges B3G converged environments"

0 SPICE exhibition booth: 6 demos, WWI Validation €sdssue poster

0 3 SPICE during the technical sessions and oneeathagssion

o Co-organisation of the Workshop "User centrieitgtate of the art" (H. Van Kranenburg, TELIN)

WWI Innovation Day (November 132007, Brussels)

o 3h session of technical presentations

o Demo booth with 5 demos

o Participation to panel "From individual projectsverds a common approach: benefits and challenges™

1% International Telecom SOA workshop (as part of @CSconference), Vienna, Septembef' 17

o Workshop organised by 2 SPICE members (MarianouBele, FT and Paolo Falcarin, Polito)
o 11 papers presented, 2 of them coming from SPICE

Other events

o Workshop with OPUCE, MAGNET, LOMS and SMS proje@fgenna, September 18th)
IEEE VTC'07 Spring (Dublin, April 2007)

WWRF#18 (Helsinki, 13-15 June 2007) / WWRF#19 (GtenNovember 8- 7")

Workshop on Context Aware Applications and Servig@sPS'07)

IEEE SAINT 2007 Workshop on Next Generation SerWtaforms for Future Mobile Systems (January 2007)
MAGNET workshop (Enhancing Quality of Life)

Workshop on "Communication in Distributed Systemghposium (KIVS 2007)

White papersSPICE contributions in Mobile Service Platform GarsAchievements paper and WWRF Service Architectur
white paper (published by Wiley in "Technologies tlee Wireless Future, Volume 3")

O 0O O0OO0OO0Oo

. Available Demos (can be downloaded from the
Coming Events Web site)

S4All testfest, Feb.'§ 2008, Berlin . Content guide

AmbiSys 2008, Quebec City, Feb. 11-14 » End-user service creation studio
e Split-terminal authentication
» Intelligent service enablers probe

Contact Details Web ste

= Christophe Cordier, Project Manager http://www.ist-spice.org
christophe.cordier@orange-ftgroup.com

® Mathieu Boussard, Technical Manager
mathieu.boussard@alce-lucent.fi
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