Extended Executive Summary of SPICE Deliverable D1.6
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1 Introduction

SPICE (Service Platform for Innovative Communicaténvironment) is a Framework
Program 6 research project that aims at the desfgan innovative technological
infrastructure for the creation and delivery of ICServices (hereinafter “service
platform”). The service platform will support theeation, deployment and delivery of
various services in the information society. Thevise platform will also be used to
deploy and commercialise new communication servioesto distribute (enriched)
content. Such a technological infrastructure ragesumber of legal questions. Three
legal aspects seem to be particularly relevantHerfunctioning of the SPICE service
platform. These three aspects are:

o Privacy and data protection law;

o Copyright law;



0 The regulation on (unsolicited) commercial commatian
These legal fields and their relevance for theiserplatform were in depth researched
and described in SPICE Deliverable'1erein only a summary and the main findings
of such research are presented. For more detaxleldreation the reader is advised to
look into Deliverable 1.6.

The importance gprivacy and data protection for the service platform is a double one:
not only should it be a matter of compliance to daand regulation by developing

products respecting legal and regulatory requirggsydsut privacy concerns are also a
matter of trust and respecting interest of theiserplatform’s future customers. There
are three major issues within data protection &edfunctioning of the service platform:

Profiles, Location Based Services andData Transfer.

Regarding theopyright law, the services that are deployed within the serplegform
often involve the creation, the publication and dedivery of ‘content’ to the platform’s
end-user. The content that is handled by the seplatform more often than not consist
of material that is protected by copyright and/dhev rights related to copyright.
Therefore the first crucial issue is to understaen ‘content’ is protected by exclusive
rights, and what exclusive rights and exceptiors mevant in the contexts of the
electronic delivery of ‘content’. Additionally, tHellowing issues have been identified as
particularly relevant for operation on the servidatform:Digital Rights M anagement
and water marking, technological modifications, User Generated Content (UGC).

For the third legal aspect described, i.e. doenmercial communication, the main
supposition is that the service platform will primhaassist commercial service providers
in seeking new business opportunities and busimestels. Without a doubt, the issue of
the commercial communication and the revenue stiepnoduces are relevant factors in
taking business decisions. When discussing comale@mmmunication the main
guestions are the legality of commercial commuioost an opt-in system for
unsolicited communications, possible sanctionssframming, and methods of handling
unsolicited commutation by intermediaries.

The conducted research focussed on the Europeanh flagnework, which has been
analysed and applied to the service platform. Téevant legal aspects discussed are
mostly regulated by European directives. A dirextimposes the Member States to
achieve the objectives set out in the directive, lbaves the possibility to the Member
States to choose the most appropriate means tev&clthese goals. Consequently, the
harmonisation of national laws by means of direxgivemains limited (differences in the
national applicable rules continue to exist), andaiparticular case, the national legal
rules implementing European directives still neetie consulted.

! Anna Moscibroda, Christoph Schnabel et al., SFD@Everable 1.6, Legal Issues and Regulation, May
2008, http://www.ist-spice.org/documents/SPICE_DEIBIAL_CC.pdf



2 Privacy & Data Protection®

2.1 General

There are three directives on data protection eddsy the European Community: The
general Data Protection Directiv¢he E-Privacy Directive and the Data Retention
Directive?

The Data Protection Directive is applicable onlyth® processing of personal data.
Article 2 (a) of the Directive defines personalaais “any information relating to an
identified or identifiable natural person”, callethta subject. Thus, whether data is
personal data or not depends on the circumstanuésh& context it appears in. The
directive does not differentiate between differ&mds of data, with the exception of
“sensitive data” being addressed later. There idata that is too trivial to not fall under
the directive. Data that is rendered anonymoushpoisrelating to an identifiable natural
person. Also excluded from the protection are aap deferring to legal entities/persons.
The E-Privacy Directive is not restricted to natupersons but also protects the
fundamental rights and freedoms of legal persohsdokes not apply to activities
concerning public and state security, defence aatg @ctivities in the area of criminal
law. In these areas the Data Retention Directivkemnaise of the exception stipulated in
art. 15 of the E-Privacy Directive, which allows testrict the rights and obligation
provided for in that directiveinter alia for reason of detection and prosecution of
criminal offences. The E-Privacy Directive in apt.obliges the providers of publicly
available communication networks to guarantee thafidentiality of communication.
This applies as well to the content of communicats to any data accumulated during
the communication.

After the transposition of Data Retention Directilieternet service providers (ISP) and
telecommunication operators will be obliged to stdre communication data of all their
users and subscribers for a period of 6 to 24 nsorfibata” means traffic and location
data and the related data necessary to identifguhscriber or user according to art. 1 (2)
of Data Retention Directive. Any data referringthe content of the communication is
excluded from the ambit of the directive. The dmtadestined for the investigation,
detection and prosecution of serious crime. ThealRétention Directive is heavily
disputed for political and legal reasons. Irelaras filed an action before the ECJ to
annul the Directive 2006/24/EC because of a lackonfipetence of the legislating bodies

2 For the distinction between privacy and data tiie we refer you to introduction of D1.6.

% Directive 95/46/EC of the European Parliament afithe Council of 24 October 1995 on the protection
of individuals with regard to the processing ofgmeral data and on the free movement of such ddta, O
281, 23.11.1995 pp. 31 — 50, (hereinafter Datagletioin Directive).

* Directive 2002/58/EC of the European Parliamerd ahthe Council of 12 July 2002 concerning the
processing of personal data and the protectiomiedqy in the electronic communications sector €ofive

on privacy and electronic communications), OJ L,281.07.2002 pp. 37 — 47, (hereinafter E-Privacy
Directive).

® Directive 2006/24/EC of the European Parliament ahthe Council of 15 March 2006 on the retention
of data generated or processed in connection with provision of publicly available electronic
communications services or of public communicatioesvorks and amending Directive 2002/58/EC, OJ L
105, 13.4.2006, pp. 54 — 63, (hereinafter DatarRiete Directive).



namely the European Parliament and the Codriit until this case is decided the Data
Retention Directive remains valid and applicable.|&ome European countries have
already started with its transposition.

2.2 Profiles

Personal profiles can pose a bigger risk to arnviddal’s privacy than most other data
collections. Profiles are by definition more thastja large collection of personal data.
Within a profile data will be linked purposefullp gather additional information going
beyond what can be learned from the original ‘datais additional information is based
on conclusions drawn from the linking of the data.

2.2.1 Privacy Risks of Profiling

There are two basic problems: through the comimna&nd linking of seemingly
harmless information new and maybe even sensitata dan be generated that could
reveal insights into financial or health problenfishe individual. If this happens, the data
processor may know information about the individudlich he/she never gave away.
Problems can arise also through a loss of conWhten the additional information is
separated from the basic information it was deriffean, the conclusions cannot be
verified. Thus the loss of context can lead to stadting shortening of the original
information and thereby compromise the reliabitifithe information gathered within the
profile altogether. In particular, a change of bebar that led to the conclusion of the
additional information may not necessarily lead tte change of the additional
information itself. To get the data processor targe the additional information about
oneself may pose much more difficulty than changihg original information. The
individual could thus lose control over the imag#eos have of him/her, while-in
principle- it must remain in the hands of the indial to define his/her appearance
within his/her social context.

The most important thing to be learned from thehmézal basicsis that one has to
differentiate three different categories of datiae Tirst category of data is the preferences
that the end-user him/herself submitted to theesysfThe second category is the user-
history. This includes the whole history of usageservices of the service platform. The
user-history is needed, amongst other things, &yaa the behaviour of the end-user to
conclude preferences of the end-user other thaoritee he/she submitted to the system
him/herself. These preferences of the end-usena@réearned from him/her, but through
the Association Rule-Based Learner and belongedltind category of data.

The three categories differ in several ways, betrttost important difference is the level
of control the end-user has about them. An end-aarrdecide for him/herself which
kind of information he wants to enter as preferenoé his/her profile and how detailed
he/she wants it to be. An end-user could even ensecurate data, if he/she does not
want certain information about him to be known bhg tservice platform. This would

® Action brought on 6 July 2006 in case C-301/063®B7, 30.09.2006, p. 5, accessible via http7/eur
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2237:0005:01:EN:HTML

"Scholz, P.patenschutz beim Internet-EinkaBfaden-Baden 2003, p. 95

® Inquiry into technical basis of profiling was bdsen the SPICE Deliverable 4 @ntology Definition of
User Profiles, Knowledge Information and Servjd@scember 2006.



influence the performance of the profile negatiyebut it is an effective way of
protecting one’s privacy. The level of control d=mses as far as the user-history is
concerned. This information will be stored for pieofise without any confirmation being
necessary by the end-user. The only way he/shenfiasnce on the user-history is by
changing behaviour or by completely turning theviser off and simply live at least
temporarily without the advantages the servicefgiat has to offer. The end-user has the
least control over the additional information thetgathered by evaluating the user-
history with the help of the Association Rule-Baskdarner. This is completely
uncontrollable by him/her, since he/she has nouamfte on the algorithms and the
conclusions that are drawn from his behaviour.

2.2.2 Evaluation of Data Processing for Profiles

The Data Protection Directive stipulates grounds wamch the data processing is
legitimised (art.7). A contract between the SPIQierator and end-users could, because
of the provision of art. 7 (b) of the Data ProtentiDirective, legitimise the data
processing that is necessary for the service piatfo deliver the envisioned features for
end-users. But there are certain conditions impli€de contract should contain a
separate part that explicitly and extensively eixigldhe data processing that is necessary
so that end-users can assess the risk for themgqyrithey take when deciding to sign a
contract with a service platform operator. It isighnecessary for the service platform
operator to provide the future customers in thetremh with information they can
comprehend and thereby assess the situation dgrrdctcan be said that future
customers must be informed about the three diffecategories of data that were
explained above. Only then can the provision af&afb) of the Data Protection Directive
be fulfilled.

The Data Protection Directive distinguishes onlg @pecial category of personal data:
sensitive data. Such data is defined by art. 8 pavhthe Data Protection Directive as
any personal data revealing racial or ethnic origiolitical opinions, religious or
philosophical beliefs, trade-union membership, dath concerning health or sex life.
Profiles created for the service platform will int@bly contain sensitive information,
because every set of data that directly or indyectlicates information as listed in art. 8
para 1 of the Data Protection Directive shall besidered sensitivVeArticle 7 (b) of the
Data Protection Directive can only legitimise thhegessing of non-sensitive data. So the
guestion arises what provision this processingctwal based on. Article 8 para 2 (a) of
the Data Protection Directive states that the mwiog of sensitive data shall not be
prohibited, when the data subject has given hidi@kpgonsent to the data processing.
SPICE could in these cases base the processitge@ohsent given by the data subject.

2.2.3 Design Proposals

1. Sensitive data should be separated from “norchatida and be stored under heightened
data security safeguards. It is of utmost impomaticat these data may never be
accessible by accident without authorisation.

® Dammann, U., and S. SimitiBie EG-Datenschutzrichtlinie — Kommentd&aden-Baden 1997, art 8,
margin 7.



2. The end-user should at all times be in full conaf his/her profile, and especially the
preferences listed in his/her profile. This medret the end-user must be able to access
the profile at any time and be able to delete amy of the profile he/she does not want
anybody (including the service platform operatorkhow about without any chance of
the profile data being restored.

3. The same holds true for the user history. Thieteser must be able to control his/her
personal user-history. It does not matter whether information stored in the user-
history is correct or not, whether the end-user dvabas not used the services listed.
There must be a possibility for end-users to dedditer certain parts of the user-history
at any time and thus decide for themselves whetiey want the service platform to
“remember” this.

4. There should be a possibility to turn off theazsation based rule-learning. End-users
should be able to decide which of their activite®l decisions made by them should be
the basis for the rules and preferences storedeim profile. This is not only a matter of
data protection, but could also help to improvedbeuracy of the data. If a SPICE end-
user does already know that the decision he istalmomake will be an exception to
his/her usual behaviour it makes sense for hintthée able to switch off the association
based rule-learning.

5. End-users must also be in control over the rtlas were developed with the help of
the Association Based Rule-Learner. Though the mdg in fact describe the behaviour
of the end-user correctly and thus may be helpfyredicting the choices to be made by
the end-user, it must still at all times be up lte end-user to decide which of this
information should be stored in his personal peodihd which should not.

2.3 Location Based Services

The legal framework for processing location dataasy complex. To determine which
legal provisions apply when service providers ovgie parties are processing personal,
location and traffic data is nothing short of a teidean task'. It is also questionable
whether the European framework is able to proteet yprivacy adequately due to the
unclear definitions and unresolved legal questidrieough the current legal situation
may call for criticism, it is still applicable laand it is the only law on a European level
dealing with these questions. We will not go irfte tetails of these problems here, but
rather refer to the extensive dealing with thesads in SPICE Deliverable 1.6.

The best solution for SPICE again seems to be tdhguuser in the centre of attention
and give him the possibility to decide who has asde his data and who has not. Of
course a balance between usability and fine-grasoedent management will have to be
found. Users should neither have to consent inta geocessing every few minutes nor
be reminded only every other month that they amnedolcalised constantly. In the end it
all boils down to a matter of trust.

These are the design proposals we have worked out:

1. Users must be able to object to the localisatioany time, by simple means and free
of charge. This is more than a mere proposal, llitegt requirement of art. 9 para 1 and
2 of the E-Privacy Directive.

% Roosendaal, A., B.-J. Koops and C. Cuijpers (g@&¢ legal framework for location-based services in
Europe FIDIS (Future of Identity in the Information Sety) DeliverableD11.512, June 2007, via
http:/imww. fidis.net/resources/deliverables/molgiiénd-identity/#c1791, p. 10.



2. Users should not be tracked on an ongoing blasisonly when requesting a Location
Based Service. Thus the users do not have to digjéatalisation, when not requiring it,
but can instead avoid being localised by simplyusihg a Location Based Service.

3. In those cases where the very nature of thetlascBased Service requires an ongoing
localisation (like emergency services or childwatdsers have to be reminded on a
regular basis about their possibility to turn &€ tlocalisation service.

4. Mobile devices that allow the users themseleesimply turn off localisation are
preferable to those solutions where the user haskdhe operator to stop tracking him.
This way the user does not have to trust the opelait stays in control of his location
data him/herself.

5. Where the providing of a Location Based Semieeessarily calls for the involvement
of other parties, the user’s identity should notiselosed to them whenever it is possible
to avoid it. This includes the service platform @gter having to conduct the payment to
the other actors.

2.4 Data Transfer

The operation of a service platform may require tthesfer of personal data from one
data controller to another. When this happens,iitdeed processing of personal data — in
particular ‘disclosure by transmission’ — to whidata-protection law applies. Transfers
from a data controller to one or more other cotdgrslmay for instance be transfers of
personal data (telephone number, location datafictralata, emails...) from a
telecommunication provider to a location-based isenprovider. Transfers may also
consist of forwarding personal data (like messaffesh a (intranet) platform to a web
publisher who publishes or automatically allows pablishing the personal data on an
Internet website. In these examples, data-proteddiev applies, thus also the grounds for
legitimising the data processing (in this case detasfer) need to be respected. Two
main grounds are the consent of the data subje¢héprocessing of the data, and the
contract to which the data subject is the party arnfiiment of which requires data
processing (art. 7, paras a). and b).). This is fou every disclosure by transmission, be
it inside one country or crossing national bordess one country to another. Following
we will deal with data transfers across nationalesborders in particular.

2.4.1 Data Transfers crossing national state borders

Following the provisions of Data Protection Dirgel there is a distinction to be made
between data transfers of personal data within Eoaeopean Community and the

European Economic Area and transfers of persoral tdaother countries. Transfers of
personal data within the European Community ancEtln®pean Economic Area are not
different from data transfers within a country.dddition to all those members of the
European Community and the European Economic Anea Gommission has also

decided that some more countries provide an adedewt| of data protection although

they are not a member of either the European Coriynon the European Economic

Area (like Argentina, Switzerland and so on). Tfars of personal data into those
countries are possible. However, particular prolslemse in case of transfer of data to
countries that do not provide for an adequate lef/dhta protection.

11 Articles 25 and 26 of the Data Protection Diregtiv



2.4.2 Data Transfers into Countries without an adequate level of data
protection

There are still ways to legitimise a transfer iatcountry not providing for an adequate
level of data protection:

0 The Safe-harbor-Agreement

o Standard Contractual Clauses

o Binding Corporate Rules
These three ways are providing for safeguards \lnere are no adequate data protection
safeguards demanded by law in the respective tke r@&ipient is located in. For a
thorough examination of these possibilities we rrédethe respective sections in SPICE
Deliverable 1.6.
Another possibility to legitimise a data transfetoi a country without an adequate level
of data protection is granted under art. 26 pacd the Data Protection Directive. This
article allows for said data transfers wherter alia, they are based on unambiguous
consent of the data subject or when the transfeiecessary for the performance of a
contract between the data subject and undertakisbivg to transfer the data. It is
obvious that these provisions make it substantedigier to transfer personal data into a
third country where no effective data protection ba guaranteed for.
Despite the fact the derogations listed in artpaéa 1 of the Data Protection Directive
may allow for transfers into third countries withi@an adequate level of data protection
without further safeguards like binding corporates or standard contractual clauses (as
foreseen in art. 26 para 2), they do not provideeaemption from the rule that
fundamental rights must be respettedTo ensure this, national data protection
authorities can intervene at any time and demaatdath international transfer of personal
data should be carried out on the basis of suchi@aal adequate safeguards as foreseen
by art. 26 para 2 of the Data Protection Directaugd thus precluding possibility to rely
on the derogations in para 1, if this is necessagyrevent the possibility of a breach of
the data subjects’ fundamental rights.

2.4.3 Conclusions

The platform operator should always limit data sfers to the scope absolutely
necessary; only relevant, adequate and non-exeedsita can be processed. End-users
should be informed when signing the contract trethdransfers to other actors may
become necessary, the categories of data to benti@d and who the possible
recipients of his/her personal data are. When ttatesmissions become necessary that
are not covered by the contract, the service platfoperator must get the individual,
unambiguous and informed consent of the data sutgjdegitimise the transmission.

For sensitive data different rules apply. The tmaission of personal, sensitive data poses
the highest risk for the privacy right of the datdject and his right not to be subject to
discrimination. The processing of such data isefwee principally prohibited. If the
transfer of personal, sensitive data should be aidable (for instance a picture or a

12 Article 29 Data Protection Working Partworking document on a common interpretation ofcheti
26(1) of Directive 95/46/EC of 24  October 1995 November 2005, via
http://ec.europa.eu/justice_home/fsj/privacy/dogsfacs/2005/wpl14 _en.pdf, p. 9



‘sensitive’ location needed for a service), it caonetheless not be legitimised by being
necessary for the performance of a contract, sthee is, according to Art 8 para 2

Directive 95/46/EC not a legitimation for the presig of sensitive data. Thus, in case
any sensitive data are transmitted, the data dtertraust seek for the prior informed and
explicit (written) consent of all data subjects ahxed (which is higher standard then
unambiguous and informed consent which appliesharcases).

3 Intellectual Property Rights

The SPICE platform aims at facilitating the distition of the digital services. Those
services, in principle, consist of offering theithy‘content’ to the platform’s users. The
content that is handled by the service platforml¢ @onsist of raw data, facts, etc., but
also of photos, videos, music, multimedia files, dt is fair to assume that the content
that will be handled by SPICE will to a large estteonsist of material that is protected
by copyright and/or other rights related to coplytig

The copyright law determinegter alia, how to distinguish between legally protected
and unprotected content, which excusive rightsgaamted and to whom, what are the
limitations to those rights. Those legal rulesiardetail presented in SPICE Deliverable
1.6, and thus only the main principles are presebtdow. Such general rules will be
followed by comments on a few topics of particutaportance for SPICE: Digital right
management and watermarking, technological modifinaand User Generated Content.

The legal framework on copyright is complex. Thegulation takes place at the
international, European and national level. Asliaemonisation at the international and
European level is not complete, the national lagulates a number of aspects of the
copyright regime, and remains central in deterngri@gal relations. Despite the fact that
harmonisation on the European level is not compléte European regulation of
copyright and related rights remains the commonodenmator of the copyright
regulations of all the Member States, and thereifoo®nstitutes the basis for the legal
assessment of the service platform and its opertio

13 Such framework consists of the following legalsadEEC Directive of 14 May 1991 on the legal
protection of computer progran®,) L 122, 17.05.199PP. 42 - 4§ Amended by Council Directive 93/98
EEC of 29 October 1993). (further referred to asm@oter Program Directive) Council Directive
92/100/EEC of 19 November 1992 on rental right &mlling right and on certain rights related to
copyright in the field of intellectual propert®J L 34527.22.1992, pp. 61-66 (further referred to as Renta
Directive); Council Directive 93/83/EEC of 27 Sapteer 1993 on the coordination of certain rules
concerning copyright and related rights of copyrigipplicable to satellite broadcasting and cable
retransmission, OJ L 248, 6.10.1993, pp. 15-2H#&urteferred to as Satellite and Cable Directivid)e
Directive 93/98/EEC of 29 October 1993 harmonizthg term of protection of copyright and certain
related rights, OJ L 290, 24.11.1993, pp. 9-d8amended in 2001); Directive 06/9/EC of the European
Parliament and the Council of 11 March 1996 onléigal protection of databases OJ L 77, 27.3.1996
20-28(further referred to as Database Directjivgjrective 98/84/EC of the European Parliament ahd o
the Council of 20 November 1998 on the legal ptatecf services based on, or consisting of, caol
access, OJ L 320, 28.11.1998, pp. 54-&guncil Directive 87/54/EEC of 16 December 1986tunlegal
protection of topographies of semiconductor proslud®J L 24, 27.1.1987, pp. 36-40. Directive
2001/84/EC of the European Parliament and of then€ibof 27 September 2001 on the resale righttfer
benefit of the author of an original work of art) 0272, 13.10.2001, pp. 32-3.



3.1 The copyright issues in SPICE: general

Copyright does not protect ideas, factual data amgliages. It protects the formal
expression of original “works of art and literatufe a very broad and open concept, that
even includes computer programs and databases.ri@iopyrotection is granted to
original works, no other criteria are applied. Thtlse copyright protection does not
depend on the quality, novelty, or professionall ski the author. It is important to
remember that not only professional content is qoted, but user generated content
(UGC) can enjoy copyright protection too. Addititigathe rights related to copyrights
grant the exclusive right to the performers (sushsagers, musicians, actors and
dancers), producers of phonogram, film and datalpmsducers and of broadcasting
organisations. Though often a certain investmemedgiired for a related right to arise,
the amateurs are not precluded from being regaadegxkrformers or producers.
Copyright grants a number ofghts to copyright holders, both moral and economic
rights. These rights are exclusive rights, meatiegright-holder has a right to authorise
and to prohibit certain uses of protected worles (irotected content).

With regard to the service platform, two moral tgjare particularly relevant: the right to
be recognised as the author (or performer) of &\the ‘paternity’-right), and the right
to oppose any modification of the work (or perfamoe) that might be prejudicial to the
honour or reputation of the author (or performéhe (‘integrity’-right).® The service
platform certainly threatens the existence andreefoent of the moral rights: protected
content is easily communicated to the public withowentioning the authors (and
performers) or cut, mixed, adapted or otherwise ifiremtl in disregard of the right of
integrity.

The economic rights which are relevant for the iserplatform are: the exclusive right of
reproduction (including adaptation) and the exefisright of communication to the
public, including the right of making availablettee public.

Thereproduction right might become relevant in connection with a nundfesctions
undertaken by the service platform, e.g. when cunie uploaded to the repository, a
permanent reproduction is made. The process ohtdabically protecting the content
also implies reproductions and often even modificest Reproductions are also made
during the process of delivering the content toahd-users. All those reproductions are
covered by the author’s exclusive reproductiontrigh

The service platform offers content to the end-4issr broadcast or on demand (e.g. by
streaming or downloading). Depending on how thevises operate, the acts can be
qualified as a&communication to the public and, as the case may be, more specifically,
as amaking available to the public, which specifically refers to digital online
interactive forms of distribution.

In order to undertake actions that fall within geope of any of those rights, the service
platform needs to obtasuthorisation from the right holders, unless the conditions of an
exception are fulfilled. If the intended use is not not entirely) covered by any

4 The Berne Convention on the protection of literand artistic works, signed in September 1886,
(http://Iwww.wipo.int/treaties/en/ip/bernef), ArticP.

> Those right are harmonised only on the internatitevel, Notably by the Berne Convention, art Ghis
respect of the moral rights of authors, and the @/IPerformances and phonograms Treaty (WPPT),
adopted in Geneva on December 2896; http://www.wipo.int/treaties/en/ip/wppt/, abtin respect of the
moral rights of performers.

10



exception, then a licence needs to be negotiatéld &l right holders, including the
authors and the performers as holders of the migfaks.

The process of obtaining licences can be very msa®e. Due to the territoriality of the
copyright, a service provider needs to obtaiticence for each particular territory
(country) on which he wishes to provide his services. Inefgrsno service involving
protected content can be offered on a territoryt ieanot covered by the licence.
Consequently the availability of the content mapetel on the geographical location of
the SPICE user. Moreover, different persons mayl highhts in the same content and
these different owners may not be identifiable wshsat first glance, which adds to the
complexity of contracting.

3.2 Copy right law in SPICE

The copyright law principles are difficult to trdate into the design principles. The
copyright and rights related to copyright prohiekploitation of the protected subject
matters without the prior authorisation of the tiggholders, except in some narrow cases
covered by exceptions. Two further conclusions banderived for that requirement:
First, authorisation (a licence) needs to be sougttrder to legally use the ‘content’,
unless exceptions can be invoked. On the other,lealegdjitimate use (e.g. allowed under
exception) should not be prevented. Second, basmay use of ‘content’ is allowed if it
falls within the scope of right-holder’s authorisat In other words, copyright does not
pose an absolute restriction on usage of workss (&sp to the SPICE plans on using the
‘content’), and it does not define other mandatorguirements than to engage into
negotiations to obtain the licences and respeaians, if applicable.

However, certain SPICE specific recommendationsbEumade in the following areas:
Digital Rights Management (DRM), technological nfaxditions, user generated content
(UGCQC).

3.2.1 DRM and watermarking

European law addresses technological measures lanamef three directives: the
Computer Program DirectivV8,the Conditional Access Directit/e and the Information
Society Directive® The provisions in respect of the technical pratecteasures in the
Information Society Directive are the most comprediee, have the broadest scope, and
are also the most relevant for the service platfdrm

16 Council Directive 91/250 EEC of 14 May 1991 on kbgal protection of computer programs OJ L 122 ,
17.05.1991, p. 42 - 46 (amended by Council Direct®98/98 EEC of 29 October 1993), (hereinafter
Computer Programme Directive).

'" Directive 98/84/EC of the European Parliament ahthe Council of 20 November 1998 on the legal
protection of services based on, or consistingcofiditional acces€0J L 320, 28.11.1998, pp. 54557
(hereinafter Conditional Access Directive).

'8 European Parliament and Council Directive 200HZ96f 22 May 2001 on the harmonisation of certain
aspects of copyright and related rights in therimfation society, OJ L 167, 22.6.2001, p. 10Hereinafter
Information Society Directive).

' The protection provided under the Information ®tciDirective does not apply to the technical
protection of computer programs, which are subjethe Computer Programme Directive. The provisions
of other directives relating to the technical petitn measures (including those of Computer Program
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The Information Society Directive does not referDBRM systems or watermarking as
such. Instead, it provides protection of technalabimeasures (art. 6) and of rights
management information (art. 7), which are gengrplirt of more complex DRM-
systems or constitute the basis of watermarkingices. The directive protects such
technology against circumvention and tries to riai@e it with the copyright exceptions.

The Information Society Directive provisions on thretection of technological measures
consist of two main blocks. First, the Directivelpibits actual acts of circumvention (art.
6 (1)). Secondly, the Directive prohibits dealimgcircumvention technology (art. 6(2)).
The rights-management information is protected regfjaiemoval or manipulation (art. 7
(1)(a)), but also the dealing in copies from whickth information has been removed can
be prohibited (art. 7(1)(b)).

As far as the circumvention provisions are conagriee most important aspect for the
technology developers is the question what techyyolyualifies for legal protectioff.
The technical measures should meet the criterimetkfin the Directive in order to
qualify for protection. Those criteria can be sumgel as follows:

- the legal protection relates ttechnology’, ‘devices’ and ‘components’, thus it
encompasses software and hardware, digital andguatechnolog¥:
- the measures need to be ‘designed to prevent tnictescts which are not
authorized by the person holding the rights ofdbmetent.
- the technological measures must prove to be “e¥ettin order to enjoy
protection?.
The criterion of effectiveness is the most unckad problematié® It can be understood
as granting the legal protection only to those tietbgical measures which ensure actual
protection: obsolete devices or Technical Protedileasures (TPMs) which are too easy
to circumvent enjoy no protectigh.
Then, the question is which rights-management métion is legally protected. Rights
Management Information is the information that iifess the protected content, its
author or other right holders or the terms and d¢@mm$ of use. The protection

Directive) have been presented in the Deliverabe Huropean legal framework on copyrigtgection
2.3.4.2.3, and therefore are not elaborated incthrigribution.

0 For description of other issues relating to tedbgioal prevention of circumvention (e.g. the scopéhe
protection of technical measures) we refer to thR&CE Deliverable 1.6.

4 Bechtold, S., in: Dreier, T., Hugenholtz, P., (3d€oncise European Copyright Lawkluwer Law
International, The Netherlands, 2006, p. 386.

2 Art. 6(1) of the Information Society Directive.

# Art. 6 (3), second paragraph of Information SocRirective offers a presumption of what constisude
“effective” technological measure: a measwshdil be deemed effective, where the use of agteotevork

or other subject matter is controlled by the righitters through application of an access control or
protection process, such as encryption, scrambtingther transformation of the work or other sulbjec
matter or a copy control mechanism, which achidgliesprotection objective.Criterion of effectiveness,
however, remains unclear. More in Spice Deliverdbte

# Institute for Information Law (IVIR)University of AmsterdamStudy on the implementation and effect
in Member States' laws of Directive 2001/29/EC tman harmonisation of certain aspects of copyrighd an
related rights in the information society, Part3tudy on the implementation and Effect in MembateSt
Laws of Directive 2001/29/Ec on the HarmonisatiéiCertain Aspects of Copyright and Related Rights i
the Information Society Final Report The Netherlands, February 2007, p. 168.
http://ec.europa.eu/internal_market/copyright/detcslies/infosoc-study_en.pgf. 75.
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encompasses the digital representation of thignmdtion, e.g. a number. Not only is the
information protected, if it is attached to or udéd in the physical carrier of the
protected content, but also when it ‘appears’ inngxtion with a communication to the
public. Only electronic rights-management inforraatis protected, whether it is visible
to the user or hidden. Legal scholars explicitlyntren watermarks and metadata as
falling under this definitiorf>

Another issue is ‘fingerprint’ information. A fingerint does not aim at providing
information on the author, right owner or use ifestns. It aims at embodying
information on the purchase operation and/or pweehmto the file. Thus, a fingerprint is
not rights-management information, according to thedinition of the Information
Society Directive. Moreover, due to privacy consadiens, information identifying the
consumers is explicitly excluded from this protentirecital 57 of the Directive). As the
fingerprinting raises concerns under the privaoy, la is advised to consider this
technology with consciousne$s.

Another aspect is the relation of the technologmaltection measures to the copyright
exceptions. Since the technological protections hayper some specific legitimate use
of the protected content, the European legislafimvides some means to restore the
balance between the (absolute) technological ptioteeneasures and the interests of the
beneficiaries of exceptions. The Information Sgcl@irective requires Member States to
impose obligations to respect certain copyrightegkions, despite technology applied to
protect the content (however, the directive allowsright holder to override the
application of these exceptions in case of a conti@ all online interactive forms of
providing services, i.e. those available on demar®&l)ch obligation concerns the
exceptions that are adopted by particular MembeesSand the States are free to choose
which of the exceptions allowed under the directivey wish to adogt. The Member
States are also free to choose the way of recagcthe technological restrictions and
usage of content allowed by exceptiéhSuch freedom limits the harmonisation effect
of the Directive.

Despite the fact such obligation is not directlydessed to a technology provider or
intermediaries (e.g. SPICE), the technology pravida behalf of the right holder, could
be required, or even forced, to lift the TPMs. Wattrespect the architecture of content
protection and delivery should be flexible enouglalow access despite the terms of use
initially encoded, and to provide the possibilitydllow a user to reproduce the content.
Thus, SPICE should clarify with the right holders which circumstances the TPMs
should yield to the respect of the exception.

The issue of content protection technology is mdy @ddressed by copyright law, but
some crucial issues are also tackled by consunmegiron and privacy laws. As regard

* Bechtold, S., in: Dreier, T., Hugenholtz, P., (;d8oncise European Copyright LaWhe Netherland,
20060p. cit., p. 394.

%It needs to be remembered that when a fingerpointains personal data on the purchaser of theepnt
his/her consent for fingerprinting is required

" Article 5 states only one exception is mandatany aeeds to be implemented in all Member States (so
called ‘temporary copy exception’), and provide tloe long list of facultative exceptions which mawt

do not have to be adopted by Member States.

% The Directive basically only prescribes which fatme allowed exception are eligible for such sttkag
legal protection (Information Society Directivet.d& para 4 ), however the choice to implement ptices
remains with Member States.

13



the later, data protection and privacy law applee®RMs and watermarking each time
personal data are involved (e.g. for profiling psps)’

DRM systems may violate consumer rights, by restigcthe lawful use of the purchased
product. This is when the consumer protection camecinto play. In respect of the
consumer protection law several design recommentatiaiming to ensure the
transparency and fairness of DRM systems shoutdi®n into consideration. Those are:

* Informing consumers on technology used, its maaratteristics, i.e. in
which way it limits using the content;

» Transparency also requires easy interfaces, cié@mation regarding the
condition of services offered and access to additioinfo (full
information on services and their conditions, idahg the charges and the
legal conditions of the licences);

+ Support for a variety of different business modtat could actually
improve the choice for the consumer;

* Technological protections must not hamper normat@ssing of content.

3.2.2 Technical modifications

The service platform imposes sevenalodifications to the content, during the
compression and encoding in the DRM scheme, duth reformatting of the
multimedia files, changing the content modality@solution. The question rises whether
such modifications constitute the acts restricteden the copyright regime.

Without a doubt, the exclusive right to reproducte@mes to play in case of the technical
modification of content. In some jurisdiction alde specific adaptation right could be
invoked in such cases. As the adaptation rightois im principle®® harmonised, the
national legal systems define whether and whearitlee invoked, and where the border
line between the reproduction and the adaptatightsiruns. On the other hand, it is
doubtful whether SPICE could rely on any exceptioncopyright to undertake such
modification without authorisation of the right Hels. Furthermore, technological
modification may also prejudice the moral right iotegrity. Therefore, the proper
authorisation(s) of all right holders should be glauto undertake such modifications.
Ultimately, the national laws of the Member Statktermine whether the required
license should cover the right of reproduction, tight of translation or adaptation, or
both, and the moral rights. National law will aldetermine the rights of the service
platform as the adaptor of the content.

3.2.3 User Generated Content

The service platform gives the end-user the pdggibif interacting with the content and

enriching it. The user can tag the content, anaptatite reviews, or otherwise modify

the content, and create and upload new content.

The law on copyright and related rights appliesatlgjuo user generated content. That
means the user-creator, while enriching the contemght be using someone-else’s

*The recommendation re privacy has been presemt8ddtion Privacy and Data Protectioabove.
% European law harmonises the adaptation right onbases of software and databases, see art.h&of t
Computer Program Directive and art. 5 of the Datalidirective.
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legally protected content. In case such use oferunfalls within the protection of an
exclusive right and no exception is applicable, user needs to obtain the authorisation
of all the right-holders concerned. Such an obiogabnly concerns the person who is
actually reusing the content, and does not nedBsgarse an obligation directly on
SPICE, although end-users should not be encouragemhteract with the content
disseminated by SPICE when such interactions drallwaved by right holders.

The application of the copyrights law and law olated rights to the UGC also means
the user-creator can became an author or holdarrefated right. In other words, the
content he produces (e.g. a picture, his recordhefsong) might qualify for legal
protection by copyright or related rights, and treer-creator might then be holder of,
both moral and economic rights. The rights of useators should be respected equally
to the rights of professional content providersu§hthe user-creator's authorisation
should be sought to use his content. On the othadhthe service platform operator
should enable the user who wishes to publish hitect via SPICE to be recognised as
author of the content he produced (with real idgrdr pseudonym, if they wish), and to
express the usage policies he/she wishes to appihetcreations (e.g. in a way similar to
Creative Commori$licences, though additionally ‘all right reservexption should also
be provided). In that respect the watermarkingiserean provide a useful tool, on the
condition it provides the information visible tdhet users.

4 Commercial communication

As the service platform aims at supporting comnaractivities, the relevant issues are
also those relating to the general legal rules omroercial communication. In that
respect the main question is the legality of conmmaéicommunications. European law
does not regulate the issue of commercial commtiaicaomprehensively, thus national
rules need to be consulted. However, the Europegpslation foresees an opt-in system
for unsolicited commercial communications. Thereforas the general rule, the
advertisers need to obtain the consent of the iddals for advertising. As far as the
marketing practices pose a threat to privacy, #reysubject to the privacy laws when the
processing of personal data is at stake (i.e.lprgffor the purposes of marketing, which
will most likely be done by SPICE).
The service platform will most often be an intermaegl delivering the commercial
communication, and collecting consent for the mankepractices and collection of data.
Moreover, the service platform might need to depémhnical measures against spam. In
doing so it should apply the following guidelines
0 Messages marked as spam and thus blocked shotlidtnmediately be
deleted. End-users should have the possibilitetomsider the automated
decision by the spam filter.
o End users should have influence on the spam fdted decide which
commercial messages are spam to them and whigtoare
o End users should be able to opt-out of the uskeo§pam filter altogether.
There should also be an easy way of opting baaktim¢ scanning of e-
mails to avoid spam.
0 Users should be informed on measures adopted.

3 http://creativecommons.org/
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5 Proposed Improvements for European Law

In this section we will recapitulate the resultdlod researched issues with regards to the
efforts the European legislation should take torowmp the situation.

5.1 Privacy and Data Protection

At the moment the focus of data protection legistabn a European level as well as in
the legislation of the Member States is on puldifety and security issues. Discussions
about data retention, passenger name records tam&ferred into the USA and video

surveillance dominate the public, political andestific debate. In such a situation it is

especially difficult to raise interest in topicsatrare important for a private processing of
personal data.

However, as we have seen in the course of thivetable there are some unresolved
issues in the field of data protection that desaittention. Some laws and provisions are
outdated, others have never been up-to-date. Saowsions are formulated unclear

which makes their applicability hard to determifor,other fields no regulation exists at

all. In some cases the regulation takes an ovaxigpproach, in others the key principles
cannot be upheld anymore due to substantial chaimgéise practised processing of

personal data. We will discuss the proposed chamgie order of the researched issues:
Profiles, Location Based Services and Data Trassfer

5.1.1 Profiles

Although profiling techniques have been thorougielgearched from a technical as well
as from an economic point of view, still no exglicegulation of these issues exists,
neither on a European nor on a national legislaBeels. The little case law that exists
on the matter, and the legal doctrine deal neattjusively with compulsory profiling
that is done in the fields of criminal investigatiffor dragnet searches for example) or in
market research without the data subject knowimg shich profiles exist on him/her. But
nowadays profiles are used to a large extent irvéimg interest of the data subject. The
end-users of SPICE’s services provide the servidth weferences and user-history
themselves. They do it to enjoy the benefits of pinafile in form of a higher level of
usability.

The European legislator must face these changeésidevelopment and use of profiling
techniques and provide for an adequate regulafipmadiling techniques. It should allow
for using such techniques to provide personaligedices and to support data subjects in
organising their daily lives. The regulation must the other hand guarantee that data
subjects will at any point be in control of themofiles. It must be avoided that decisions
on behalf of the data subject are made, that tha skabject can neither control nor
change. Also the data subject must be aware tloditgsr about him/her exist, what they
contain and what they are used for. The currenasdn in which profile processing is
evaluated on basic regulation not made to matchsgeeific risks and advantages of
profiling is unsatisfying.
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5.1.2 Location Based Services

Since Location Based Services were expected tonbe@okiller application and provide
for large business volumes, the European legislassr dealt with these services and
provided for regulation on location data in E-Paydirective, which all Member States
had to transpose into national law.

However, the legal framework for Location Basedvies is far from being perfect.
There is a huge amount of unresolved issues likerd¢fation between personal data,
traffic data and location data. The legal defim#ipe.g. definitions of “publicly available
electronic communications service” and “electroo@mnmunications network” in some
cases provide more questions than answers. Theitatipossibilities to locate users and
make use of that location data are developing hajgidd are overtaking the regulations.
Some of the answers given by the legal framewoeknart satisfying and impracticable
like asking for user consent at every instant.dtation Based Services are being used
heavily, the constant asking for user-consent gitome an annoyance to the end-user.
The chances are high that end-users may give cond#iout considering and the giving
consent will be reduced to a mere technicality authany significance to the end-user
and thus lose its status as an efficient safegagainst privacy intrusions. Also the
constellation of offering Location Based ServicesiThree-Party-Structure (involving a
location provider like a mobile operator), the didaial privacy problems it may bring as
well as the privacy enhancing effects that candr@gated with it, do not seem to have
been considered in the process of developing tegions on location data.

It cannot be said whether the lack of commerciateas of Location Based Services is
because of a lack of legal certainty or whetherléigal issues have not been resolved,
because of a lack of case law, due to the factlibedtion Based Services have not been
used at a large scale. However, to decide abowpghkcable legal framework cannot be
left to the free market. The (European and natjolegfislator must provide for a clear,
understandable and adequate legal framework wifitiemt safeguards to meet the risks
Location Based Services may pose the privacy afséss. Although he has tried to do so
in E-Privacy Directive it cannot be denied thatfaiéed at least in providing a clear and
understandable framework. A revision of the legamework for Location Based
Services based on the few experiences gathered sedms necessary.

5.1.3 Data Transfers

The transfer of personal data across national §tatders has, in contrast to the two
subjects discussed above, been approached withagteation. The first directive ever to
be enacted in the field of data protection alreachuded detailed provisions on the
transfer of personal data (cf. Art. 25, 26 of DRtatection Directive).

In the beginning data protection was often consideto be an obstacle to the free
developments of the markets and thus the Data ®iarteDirective is not only on data
protection, but also “on the free movement of sdiata”. Although it is a legitimate goal
not to restrict data transfers more than necessheytransfer of personal data into a
country that provides no adequate level of datéeptmn poses a severe risk for the data
subject’s privacy. Once the data have been tramesfdéo another country there is no way
to guarantee any safeguards, stop unfair processiagen know what is happening with
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the data. If the data comes to a country that iermmaus for the misuse of personal data
and violations of privacy, the data subject mawt@out any protection at all.

Because of this the transfer of personal data desespecial attention. The European
legislator has paid special attention to these Iprob, but unfortunately “solved” the
problems by providing for a number of ways to allew data transfers into countries
without an adequate level of data protection.

The Data Protection Directive provides data experteith three other possibilities to
legitimise data transfers: The Safe-harbor-agre¢nstandard contractual clauses and
binding corporate rules. These are all possibglitie transfer data into a country where
the legal framework may not guarantee any protadioall. To top it all off Art 26 para

1 Directive 95/46/EC allows for data transfers, wihbe data subject has given his
consent, the transfer is necessary for the perfocmaf a contract or even when the
transfer is necessary for the conclusion or perémee of a contract concluded in the
interest of the data subject between the contralera third party.

These provisions allow for a wide range of posgied to transfer personal data into
countries like for example Nigeria, which is notws for its misuse of personal data. The
Art 29 Working Party has paid great attention testh questions and issued a number of
working papers and opinions and has called foispaesible use of these provisions, but
this cannot be a substitution for a working andststent legal framework.

The European legislator has to revise the provssmmthe transfer of personal data. The
result must be a system that is easy to understeitit a limited number of exceptions
that all guarantee the same level of protectiorttierdata subject and demand the same
level of effort from the data controllers. At theoment it is hard to imagine that any
company would rather develop binding corporatesa a multinational level than to
simply gather consent from the data subject.

The fact that data transfers are nearly imposslkeack or even be noticed by the data
subject is making enforcement of a regulation #hatuld be followed by data controllers
hard enough. The situation should not be complicateher by a system of inconsistent
rules and problematic exceptions.

5.2 Intellectual Property Rights
5.2.1 General Recommendations on copyrights

Despite the several directives which attempt tanmanise various aspects of copyright
within the European Union, it is still fairly diffult for businesses to distribute protected
digital content Europe-wide. The first reason is thrritoriality of copyrights, meaning

that the exclusive rights granted by state lawcargined to the borders of this state. The
territoriality has its consequences for the licegsaf copyright. In order to legally exploit

a protected content, the licence needs to be @utdor each work, each right concerned,
and each state territory. The process of cleahagight might be quite burdensome. The
European Commission is aware of that problem amiddd to address the issue in the
Recommendation on the collective cross-border mamagt of copyright and related

rights for legitimate online music servicEswhich encourages the granting of multi-

% Commission Recommendation of 18 May 2005 on thkedtive cross-border management of the
copyright and related right for legitimate on-limeisic services (2005/737/EC), OJ L 276/54, 21.10510
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territorial licences on music for online use. Tissue is also mentioned in the recent
Communication on Creative Content on-Line in thegsiMarket® The Communication
identifies the problem of clearing rights and a titglrritorial licensing as a challenge in
developing the digital content industry. It remaitts be seen whether any further
European legislative action will be taken to addré®se problems. However, from the
point of view of the service providers it is crddia closely monitor any developments,
and if appropriate solutions do not emerge, therthe need to consider simplifying the
licensing by means of the binding legal act.

The second factor that might cause difficulties &tors who would like to use the
SPICE infrastructure to operate Europe-wide is ltheted harmonizing effect of the
European copyright law. The issue to solve in tlespect is the scope of the rights
granted, and their potential overlap, e.g. betwé&ea rights to reproduction and
communication to the public. Also, it could oftea problematic to distinguish between
‘communication to the public’ and ‘making availaltitethe public’, especially in case of
highly personalized services. The legislator shawddsider clarifying the scope of the
exclusive right (especially the reproduction right)d borders between those rights to
avoid the double payment for the same acts of ésgion>* In that respect account
should be taken of the recommendations alreadyesspd in the doctrine, e.g. by
pointing out the possibility of purpose orientedfimiions of the exclusive right of
reproductior?>

Furthermore, most exceptions foreseen in the Ew@mopBirectives are facultative
exceptions. Member States may adopt them if theshwhbut they are not obliged to do
so0. It is highly recommended to remedy this lackaimonization.

While the undertakings could still be expected awéhenough resources and knowledge
to deal with the complexity of copyright regulatigdhe same is not true for end-users.
The problem especially gets its prominence in tlabila scenario, where people use
services while they cross national state borddrs. dnd-users should not be expected to
realise the complexity of copyright in cross bordentexts. The end-user should not be
prevented from using the service only because be¢ttanges location, or face the
liability for acts which are legal in his countrydh are outside the scope of exception
applicable in another country (the users relyingtlom private copy exceptions in their
own country, for the same acts of exploitation @ftent could face sanctions in another).
The request for simplification and greater harmatan of copyright has already been
advocated for in the doctrine as prerequisite Hersuccessful development of the on-line
services in Europ&. The mobile scenario emphasises the difficulty ivjgling the
content-based services. In order to develop suckices there is a need for a
harmonization of copyright, or even a need for artipean copyright'.

3 Communication for the Commission to the Europearidnent, The Council, The Economic and Social
Committee and the Committee of Regions on Cred&limetent Online in the Internal Market (Com(2007)
836 final, Brussels, 3.01.2008.

* More detailed recommendation relating to thoseenatin be found in SPICE Deliverable 1.6.

% Institute for Information Law (IVIR)University of AmsterdanStudy, op. citp. 168.

% See especially: Institute for Information Law (R} University of AmsterdanStud, op. cit.
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5.2.2 Digital Rights Management and watermarking

Digital rights management and rights managemerdrinétion remain the important
elements in the digital distribution of the protettontent. The law provides, on the one
hand, for the protection of those technologiesragaiemoval and circumvention (and/or
trading in circumventing technology), and on théest hand tries to balance the
technology with the legitimate use of the conteyttiie beneficiaries of the copyright
exception. In both respects we can observe somdcehungs of the European legal
framework.

As far as the legal protection of the technologimeaklsures is concerned, it seems the law
protects a wide range of technologies that aim rdbreing usage restrictions. The
problems which arise are the definition of protdateeasures (i.e. what the requirement
of effectiveness means), and the determinatiorhefgrecise scope of protection. The
rights management information is also protecteceutite Information Society Directive.
The scope of protection is broad enough to encosnffas watermarking techniques.
While using the watermarking might be, in many exdp, beneficial (e.g. it might
facilitate commercial exploitation of the UGC, ati#® data on author and right holder
would be easier accessible), serious concernsagsedr by the fingerprinting technology.
It is recommended that the policy makers devotenétin to this technology in order to
devise adequate safeguards for users, in casbrivaslly adopted. It could be considered
to protect ‘fingerprinting’ data as a category amnrpersonal data protected under the
privacy law.

However, more crucial is the relationship betwdes technological protection and the
copyright exceptions. Current provisions of theotniation Society Directive that aim at
defining the balance between the technologicaliotisins of usage and the exceptions
are very complicated, often unclear. Those promssibardly provide any harmonisation;
first as it is up to the Member States to adoptetkeeptions, then it is up to the Member
States to define a way the exceptions adoptedainpérticulate states will be reconciled
with technical protection measures in practicesThck of harmonisation and clarity of
the legal rules makes the compliance with suchipians a challenge. Furthermore, in
the contexts of the innovative personalised sesvit®e practical effects of these
provisions can be made obsolete, as the law althesright holders to disregard the
copyright exceptions when the technological pradectneasures are used in relation to
the on-demand services. The ambiguity of the lggaVision relating to the balancing
technology and copyright exceptions can occur q@adrly problematic for the
technology providers and intermediaries, like SPRI@Hile there is no direct obligation
imposed on those undertakings, in practice it isrothe task of the technology provider
who carries the burden of adjusting the technokogthe request of the beneficiaries of
exceptions. Hence, it is highly recommended tosewand simplify the provisions of
Information Society Directive relating to balancirtbe rights of beneficiaries of
exceptions. It is especially recommended to recamsthe role, obligations and the
liability of the technology providers and intermaies in that respect. There is a need to
provide them with much clearer rules which couldtddeen into account when designing
their business models and the technology as such.
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5.2.3 Technological modifications

Undertaking purely technological modification oéthontent is often necessary in order
to offer value added personalised services. Itlemarcthat such modifications of the
content fall within the scope of the exclusive weprction right and thus should be
covered by a licence. The technical modificatiorre, showever, often only the
intermediary stages in delivering the content te #&nd-user. In order to deliver the
content electronically, one needs to obtain thenlie allowing doing so. As the interests
of the right holders are safeguarded with a liceincany case, one could reconsider the
phrasing and scope of the ‘temporary copy’ exceptas to include the purely technical
modifications within its scope.

5.2.4 User Generated Content

In principle, the general copyright framework, imding its main principles, apply to the
User Generated Content (UGC). However, new teclymdomake it much easier to
interact with existing content, create new contant] disseminate its results to a wider
public. The user-creator can thus be a user otdméent created by someone else, and
then the issue of infringing other’s rights emergke user-creator can also become an
author or the holder of a related right. Then, ¢hecial issue is the management of the
right he acquires upon creation.

As regards the first point, it is crucial to pro®id comprehensive, clear information
campaign informing the user-creator on the priregpbdf copyright, the rights they need
to respect, and the rights they acquire themselMes.European Union could encourage
Member States to undertake such information camgaig order to promote the
creativity amongst the EU citizens.

The second issue raises the need to reconsidendalighe UGC content is managed.
Currently, several means exist for the user toesgtheir usage policy, e.g. the Creative
Commence license. The watermarking technique & @ismising in that sense. Further
attention should be devoted to monitoring and ifatihg means for users ensuring their
rights are expressed and respected.

5.3 Marketing and Advertising

The European framework on Spam is not fully comensive, but it does provide for
general rules on unsolicited advertising. The maroblem, however, remains
enforcement. Currently, sanctions for spamming fareseen by national laws only,
while spammers operate worldwide. It could be @éder to consider facilitating the
actions against spammers worldwide, if not by pema at the European level, then by
facilitating actions against spammers. The curremision of the E-Privacy Directivée
reaffirms in explicit terms the right of ISPs tdtiate the court action, and grants such

3" Proposal for a Directive of the European Parlianaenl of the Council amending Directive 2002/22/EC
on universal service and users’ rights relating electronic communications networks, Directive
2002/58/EC concerning the processing of persont dad the protection of privacy in the electronic
communications sector and Regulation (EC) No 2002 on consumer protection cooperation,
COM(2007) 698 final, Brussels, 13.11.2007
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possibility to the consumer associations and tratens. Voices also rise in favour of
group actions by citizen.

% European Data Protection Supervis@pinion of 10 April 2008 on the Proposal for a Ditee
amending, among others, Directive 2002/58/EC caringr the processing of personal data and the
protection of privacy in the electronic communicat sector (Directive on privacy and electronic
communications)

http:/vww.edps.europa.eu/EDP SWEB/webdav/sharediBeats/Consultation/Opinions/2008/08-04-
10_e-privacy_EN.pdf.
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